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Abstract. A human-targeted threat to internet voting is voter coercion,
where an adversary forces a voter to cast a ballot in a particular manner.
Loki is an internet voting system that offers coercion resistance through
flexible vote updating, that is, allowing the voter to change the vote cast
under coercion to their actual preferred candidate. We evaluate Loki via
an online experiment, (N = 172), asking participants to perform a variety
of tasks, including two use scenarios involving asking the participants to
behave as if they were under coercion. We conclude that the usability of
Loki varies depending on the use scenario, ranging from a 100% success
rate for casting a single vote without coercion to a 59% success rate in
more complex scenarios involving coercion, and achieving a medium- to
high-level of perceived trust, transparency, understandability, and user
experience. We conclude that while Loki is usable for most voters, future
work is needed to improve voters’ mental models of the system.
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1 Introduction

Internet voting systems are an opportunity to increase voter turnout and make
elections more accessible voters However, implementing internet voting intro-
duces new threats due to the uncontrolled voting environment. One human-
targeted threat is voter coercion, where an adversary force the voter to cast their
vote in a particular manner, undermining the integrity of election results [19].

Various coercion-resistant voting systems have been proposed to mitigate the
problem of voter coercion [8, 19, 25]. However, the protection in these systems
relies on the voter being able to apply certain techniques to deceive the coercer,
making it appear as if they are complying with the adversary’s instructions. If
successful, the voter is able to vote according to their actual intention, while the
coercer has no possibility of detecting it. Therefore, the effectiveness of these
coercion-resistant internet voting systems relies heavily on the voter being able
to successfully apply such techniques. However, this dependency is known to be
problematic due to unrealistic assumptions on voters’ behaviour, which some of
these techniques depend upon [21,33].
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Loki [16] is an internet voting system that protects voters against coercion
via flexible vote updating, implemented through vote identifiers assigned to each
cast ballot and known only to the voter. The system allows voters to cast multiple
votes in an election, only one of which will count towards the final tally. Thus, a
coerced voter can deceive the coercer by first casting the instructed vote under
observation and later replacing it with a vote of their choosing by providing the
correct vote identifier(s) once the coercer has left. Alternatively, if the coercer
observes the voter until the end of the election, the voter can cast their true vote
first and later invalidate a coerced vote by entering an incorrect identifier.

A preliminary evaluation of Loki [20] has shown promising results with re-
gard to its usability, with 100% of voters being able to cast an initially true
without coercion, and 90% of participants being able to withstand coercion by
casting an invalid vote. However, the study has several limitations, making it dif-
ficult to generalise the results (e.g., small sample size, short period between vote
casting and simulated coercion, and investigating a single voting scenario). Fur-
thermore, the study has a narrow focus on usability without investigating other
widely acknowledged factors within internet voting, such as trust and trans-
parency [4, 26, 51]. While one other study has investigated trust in a coercion-
resistant internet voting system, it only compares voters’ trust with other voting
methods, and it does not employ validated measures or focus on trust in the
voting system itself [31].

In this work, we address these gaps and conduct an evaluation of Loki (N =
172) via a between-subject online experiment. We evaluate voters’ ability to use
Loki in three scenarios, each consisting of two tasks: (S1) casting one’s true vote,
then casting a vote as if they were under coercion; (S2) casting a vote as if they
were under coercion, then updating it with their true vote; and (S3) casting
a vote, then updating it without coercion involved. We furthermore evaluate
the effect of risk framing in the user interface by providing two versions of the
system: one with implicit framing presenting the coercion-resistant mechanism as
a general security feature (i.e., without coercion), and one with explicit framing
that motivates how the required actions work to mitigate coercion. We finally test
for their user experience with the system (using the UEQ questionnaire [48]), as
well as their perceived transparency, understandability and trust in the system
(using the TDIV and TVS questionnaires [2, 3]). Therefore, we evaluate the
following research questions:

RQ1 How effectively can voters use Loki in the three evaluated scenarios?
RQ2 What effect do the risk framing have on effectiveness, user experience,

understandability, transparency and trust?
RQ3 How do voters perceive Loki with regard to user experience, understand-

ability, transparency and trust?

We conclude that Loki is effective when voters cast a single vote without
coercion in an election. However, the system is less effective in scenarios where
voters experience coercion after having already cast an initial true vote, as well
as in cases where voters need to update their vote – either to correct a coerced
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vote or simply to change their preference. Furthermore, we show that risk fram-
ing do not affect effectiveness, user experience, understandability, transparency,
and trust. Nevertheless, voters generally perceive Loki as trustworthy, trans-
parent, and understandable, while the user experience also indicates positive
perceptions.

2 Background

Coercion-resistance in Internet Voting Coercion-resistance in internet vot-
ing refers to the ability for voters to deceive an adversary into thinking that they
have behaved as instructed while casting a vote according to their true preference
despite being exposed to threats and intimidation [19]. This ability closely aligns
with the United Nations International Human Rights Standards on Elections, re-
quiring voters to be protected from any form of coercion in political elections [36].
In the literature, Juels et al. were the first to formalise the notion of coercion-
resistance in electronic voting [19]. They describe how coercion-resistance should
defend against coercers with different goals (e.g., forcing them to vote for a spe-
cific candidate, abstaining them from voting, or casting an invalid ballot) and
capabilities (e.g., observing the voter cast their ballot or requesting proof that
their vote followed the coercer’s instructions). However, achieving such a strong
notion of coercion resistance still requires specific assumptions, and many tech-
nical solutions provide weaker guarantees in practice. In this study, we focus on
a threat model in which an adversary attempts to coerce a voter to cast their
ballot for a particular candidate either through physical presence or remote ob-
servation.

To mitigate the problem of voter coercion, several coercion-resistant systems
exist that differ in how they protect the voter against coercion [6, 8, 9, 11, 16–
19, 24, 25, 45, 52, 53]. However, these systems all require additional actions from
the voter to achieve coercion-resistance. One of these systems is Loki, which im-
plements a flexible vote updating strategy to achieve coercion-resistance [16]. In
this study, we focus on evaluating Loki [16], which provides strong guarantees of
ballot privacy and verifiability given the validity of the underlying cryptographic
assumptions, and, to the best of our knowledge, is the only internet voting system
employing a flexible vote updating strategy for coercion-resistance, implemented
through vote identifiers assigned to each cast ballot and known only to the voter.
A flexible vote updating-strategy provides, as the name implies, flexibility to-
wards different coercive scenarios. In particular, this strategy protects the voter
against last-minute coercion where the adversary instructs the voter minutes
before the end of the election, making it impossible for the voter to update
their vote according to their true preference. Thus, this type of strategy makes
it possible for the voter to cast their true vote before coercion occurs and not
just after coercion, emphasising the security advantage of Loki. Moreover, the
system enables all voters to update their votes through this security mechanism,
including those not subject to coercion but who simply revise their preferences.
From the voter’s perspective, the process of casting a vote is as follows:
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First-time voting: The voter selects their preferred candidate and casts a bal-
lot. Afterwards, the system displays a vote identifier that must be memorised
for potential future vote updates. To preserve coercion-resistance, the voter
should not store or record this identifier.

Vote updating: The voter must provide the correct vote identifier(s) corre-
sponding to all prior ballot(s). Since a new vote identifier is issued for every
cast ballot, all previously issued vote identifiers must be supplied when up-
dating a vote. The voter then casts a new ballot reflecting their current pref-
erence. To ensure coercion-resistance, the system does not indicate whether
the submitted vote identifiers are correct. Thus, even if incorrect vote iden-
tifiers are provided, the ballot appears successfully cast to the voter.

Voting under coercion: The voter’s actions depend on whether coercion oc-
curs before or after a true vote has already been cast. If coercion occurs after
a true vote has been cast, the voter follows the coercer’s instructions but pro-
vides incorrect vote identifier(s), thereby invalidating the coerced ballot. If
coercion occurs before any true vote has been cast, the voter complies with
the coercer’s instructions and later updates the coercive vote by providing
the correct vote identifier(s) once the coercer is no longer present.

Human Factors in Internet Voting While usability has been studied
extensively for internet voting, the majority of studies focus on either verifiable
internet voting systems or code-voting solutions and do not address the threat of
coercion or its associated usability challenges, such as lack of consistent system
feedback [10,13,22,27,30,50]. Only a few studies have examined the usability of
coercion-resistant voting systems [12,20,31,32]. All of these studies, except one,
investigate systems implementing other approaches than flexible vote updating
against coercion [12, 31, 32]. A preliminary lab study of Loki shows promising
usability results with high success rates for participants casting a single vote
without coercion (100%) and a subsequent invalid vote to protect their first vote
against coercion (90%) [20]. The study furthermore finds a mean SUS score of 73.
However, the evaluation had a small sample size (N = 30) of university students
and had further limitations concerning: (1) its study design (e.g., a short period
between casting the true vote and simulated coercion); (2) provided instructions
(e.g., explicitly telling the participants to cast an invalid vote rather than letting
them figure out by themselves how to avoid coercion); and (3) a single evaluated
use case scenario. Thus, we address these gaps by conducting the first large-scale
usability evaluation of a Loki.

In addition to usability, trust is also a critical factor for voters’ acceptance
of internet voting systems [4, 26, 51]. Transparency has been shown to have a
significant positive effect on trust [3], while both policymakers and researchers
also have acknowledged transparency as an important aspect in internet voting
systems [1,4,14,26,51]. Furthermore, improving users’ perceived understandabil-
ity of system functionality can positively influence perceptions of transparency
and trust [3, 54]. This emphasises that perceived trust, transparency, and un-
derstandability are important aspects of an internet voting system. However,
exposing security mechanisms directly in the interface can have mixed effects
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in internet voting. Some studies show improved user experience when security
features such as verifiability are made visible [13]. Other studies indicate that
unfamiliar mechanisms such as vote updating may reduce trust [26]. However,
to our knowledge, no prior studies have investigated the trust and transparency
of coercion-resistant internet voting systems. This emphasises our motivation to
study how trustworthy voters perceive coercion-resistant mechanisms, as these
might pose a barrier to user acceptance in the real world.

3 Methodology

Prototype We designed our prototype using the interface of Loki proposed in
previous research as a starting point [20]. To refine the prototype, we followed
an iterative design process based on (1) feedback sessions with lay voters and
usable security experts, and (2) feedback from an online pre-study (N = 166) 1.
We describe the resulting prototype below.

General Information and Authentication At the beginning, the voter is pro-
vided with general information about the voting system and needs to authenti-
cate themselves. The authentication is implemented as credentials in the form of
a voter ID and password that the voter is assumed to receive before the election.
In real-world elections, however, authentication can be implemented in various
ways depending on the digital infrastructure available in the country where the
elections take place. Following recommendations in [33], the voter is advised to
use a private browser before logging in, which is essential for coercion resistance,
making it impossible for the coercer to detect whether the voter has accessed
the voting system in their absence 2.

Voted Before As in [20], the voter is asked upon authentication whether they
have cast any vote in the election (see Figure 1a). The voters who answer “no”
(i.e., those either casting their initial true vote or lying to the coercer to hide
their previously cast vote) will proceed directly to vote casting; those who click
“yes” will be asked to identify previously cast ballots as the next step.

Identifying previously cast ballot(s) For vote updating to be successful, the
voter must be able to recognise their vote identifier(s) (see Figure 1b). We de-
cided to use pictures of objects with their associated word as vote identifier(s), as
prior research demonstrates better recall of pictures compared to words, as they
encode both visually and verbally according to the dual-coding theory [37, 38].
However, we acknowledge that other vote identifiers exist (e.g., numbers or ab-
stract symbols), potentially with higher effectiveness. We used the same image
database as in [20]. To ensure coercion resistance, this screen does not provide
any feedback on whether their selection of vote identifier(s) is correct.
1 The pre-study followed the same setup as the main study. In addition to providing

feedback for the prototype, it has also been used to refine the study instructions
to make them more understandable to the participants. For the sake of brevity, we
omit a detailed discussion of the pre-study in the paper.

2 Note, for the sake of our study and the ability to track user interactions with the
system, our participants were asked to refrain from doing so in our study instructions.
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(a) Answer previous voting

(b) Identify previous ballot(s). (c) Receival of vote identifier.

Vote casting The voter selects a candidate and cast their ballot.
Confirmation with vote identifier After vote casting, the voter receives a

confirmation together with the vote identifier associated with the cast ballot
(see Figure 1c). To protect against coercion, the screen displays the selected
candidate from the vote-casting step regardless of whether the voter correctly
identifies their vote identifier(s). Consequently, system feedback may not reliably
reflect whether a vote update was successful. Furthermore, the screen emphasises
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that the voter must not save or store this identifier, and they must remember it
to update their vote.

Risk framing We developed two variations of UI instructions that present dif-
ferent coercion risk framings: explicit and implicit. The risk framing refers to
whether the interface communicates the security threat that motivates a voter
action. While voters are exposed to the coercion-resistant mechanisms in both
variants, they differ in whether coercion is explicitly presented as the risk that the
mechanism is intended to address. Previous studies find that explicitly framed
security warnings and unfamiliar security interactions (i.e., vote updating) may
reduce trust [7, 26], a critical factor for user acceptance in e-voting systems [3].
At the same time, exposing underlying security mechanisms in the interface
may improve the user experience in verifiable e-voting systems [13]. Given these
mixed findings, we designed two variants of the interface to investigate how
the explicitness of coercion-resistant security mechanism influences the voters’
perceptions:

– Explicit coercion risk framing: The user interface explicitly mentions coer-
cion as the motivating threat behind specific required voter actions, such as
identifying previously cast ballots (see Figure 2a).

– Implicit coercion risk framing: The user interface presents the coercion-
resistant mechanism as a general security feature without referring to co-
ercion as the underlying risk motivating the required voter actions, except
where strictly necessary (see Figure 2b).

(a) Explicit framing that explicitly men-
tions threat of coercion.

(b) Implicit variant that frames the step
as necessary for security reasons without
mentioning coercion.

Fig. 2: Different variants of risk framing for identifying previously cast ballot(s).

Study Design Our study employed a 3×2 factorial design, crossing three
different voting scenarios (described in detail below), with the two risk framings.
We conducted an online between-subjects design in which participants engaged
in unmoderated usability testing of our prototype and answered a questionnaire.
We chose a between-subjects design because it more closely reflects a real-world
election where voters only experience a single voting scenario. Furthermore, we
chose this design to reduce practice effects.

Choice of Voting Scenarios As we described in Section 2, the voter’s action
to deceive the coercer depends on whether they have cast a true vote before
the coercion occurs. To capture these two distinct user journeys, we decided
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to evaluate them in their simplest form. While more complex scenarios exist we
omitted them because if voters struggle with the simplest scenarios, they are also
unlikely to succeed in more complex ones. In addition, we wanted to examine
the vote-updating mechanism in a scenario without coercion to understand how
voters interact with the mechanism during normal voting. Consequently, we
investigated the following three voting scenarios in this study:
– Scenario 1 (S1): The voter has already cast a true vote and must protect it

against coercion.
– Scenario 2 (S2): The voter follows the coercer’s instructions and casts an

initial coercive vote. After the coercer disappears, the voter updates the
ballot to reflect their true preference.

– Scenario 3 (S3): The voter updates a previously cast vote to another candi-
date without any coercion.
We conducted two moderated lab tests and a pilot study with 30 participants

on Prolific, five for each condition.
Study Procedure Our study consisted of two phases of unmoderated re-

mote usability testing, conducted seven hours apart to simulate a 15-hour online
election (see study procedure in [34]). We chose this length of election and in-
terval between the two phases for several reasons: (1) it somehow resembles
real-world polling station opening hours for general elections, which are usually
12-14 hours [15, 39]; (2) considerations about participant return; and (3) study
logistics, as the gap allowed us to set up the necessary materials for phase two.
We used SurveyXact for the survey [46]. Participants were randomly assigned
to one of six conditions, reflecting our 3x2 study design that combined the three
voting scenarios with the two risk framings.

Study: Part 1 We welcomed participants and asked for their consent (see con-
sent form in [34]). Afterwards, the participants were instructed to complete Task
1. The study instructions included an attention check asking participants to
identify their assigned task, as well as an embedded hidden-response bot check.
Participants, who were assigned to either S1 or S3 were instructed to cast a true
vote for the candidate ’John Doe’ (see study instructions in [34])3. In S2, partic-
ipants were instructed to imagine experiencing coercion and follow the coercer’s
instruction and cast an initial vote for the candidate ’John Doe’. To succeed in
Task 1, all participants had to answer “no” when asked if they had cast a vote
previously in the election. Subsequently, they had to cast a vote for ’John Doe’
and were shown their associated vote identifier, which was an image of an ice-
cream (see Figure 1c). Afterwards, the participants were directed to SurveyXact
to provide their prolific ID and a random number copied from the final page
of the prototype’s study instructions. We needed this information to track and
identify the participants in the databases. Upon completion, participants were
directed back to Prolific.

Study: Part 2 After seven hours, participants were re-contacted to complete
the second phase, using their first-phase random number to assign them to the
3 For the sake of vote privacy and avoiding biasing the participants, the list of candi-

dates consisted of randomly generated names.
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same condition. After providing informed consent, we instructed the participants
to complete Task 2. Identical to the first study part, we included an attention
check asking participants to identify their assigned task, as well as an embedded
hidden-response bot check. In S1, we instructed participants to imagine experi-
encing coercion and protect their first vote by using the system’s security feature.
To succeed in this task, they could either (1) answer “no” when asked if they had
cast a vote previously in the election, cast a vote, and receive a vote identifier, or
(2) answer “yes” to the question and then provide incorrect vote identifier(s) be-
fore vote casting and receival of vote identifier. In S2, we instructed participants
to update their initial coercive vote for the candidate ’Sofia Lee’. This required
the participants to answer ‘yes” when asked if they had cast a vote previously
in the election, select the vote identifier that they saw when casting their initial
coerced vote (i.e., ice-cream), cast the vote for ’Sofia Lee’, and receive a vote
identifier. In S3, we instructed participants to update their vote to the candidate
’Sofia Lee’, which required the same actions as those in S2.

After completing Task 2, the participants had to answer a questionnaire (see
full questionnaire [34]). Identical to the first study phase, participants had to
provide their Prolific ID and the random number from the final page of the
prototype. To investigate user experience, participants then had to answer the
standard User Experience Questionnaire (UEQ) [23]. We furthermore asked if
they had stored their vote identifier, despite the voting system instructing them
not to do so. To investigate understandability and transparency, participants an-
swered items from their respective subscales of the Transparency Dimensions for
Internet Voting (TDIV) measurement [5] using a 7-point Likert scale ranging
from "strongly disagree" to "strongly agree"4. To investigate trust, we simi-
larly had participants answer items on a 7-point Likert scale within the overall
trust subscale in the Trust in Voting Systems (TVS) measurement [2]. Within
these items, we included an attention check for quality control, following Pro-
lific recommendations [42]. The participants furthermore answered demographic
questions, whether they had prior experience with internet voting, and their gen-
eral attitude towards internet voting, as this can distort user study results [29].
Finally, we asked them about any final remarks before their return to Prolific.

Measurements Our independent variables are the assigned voting scenario
(S1-S3 ) and risk framing (implicit and explicit). Our dependent variables are
defined as follows:

1. Effectiveness is measured as the binary variable overall effectiveness indi-
cating whether participants successfully completed all their tasks in their
assigned voting scenario (1 = succeeded in both tasks, 0 = failed at least
one). We only considered participants succeeding if they correctly completed
all tasks in their assigned scenario, as this would be needed from the voters
to cast a ballot according to their true preferences if such scenarios were to
happen in the real world.

4 We excluded the subscales information availability, monitoring & verification, re-
medial measures and testing, as these are either not included or not relevant for our
designed prototype.
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2. User experience is measured as the mean of attractiveness, pragmatic quality,
and hedonic quality, following the UEQ [23].

3. Understandability and transparency are measured as the mean of the items
in their respective dimensions, following the TDIV questionnaire [5].

4. Trust is measured as the mean of the items within the overall trust subscale,
following the TVS questionnaire [2].

Recruitment and Ethics We used the platform Prolific to recruit par-
ticipants [40]. Before the data collection, we conducted a power analysis with
G*Power for a two-factor between-subjects ANOVA with interaction (df = 2, α
= 0.05, effect size = 0.25). The analysis indicated that 158 participants would be
required to detect a medium effect with 80% power. Thus, we decided to recruit
300 in total, respectively 50 for each condition, as we anticipated some partici-
pant attrition with our two-phase study procedure. All participants were fluent
in English and were residents of the United Kingdom. We recruited participants
from one country to eliminate it as a confounding effect on trust. Based on the
median times from the pilot and pre-study, we paid them, respectively, £0.75
and £1.95 for their participation in each study phase, which is above the hourly
rate recommended by Prolific [41]. We coordinated the process alongside the
ethical guidelines and received approval from the ethical committee of our insti-
tution. Additionally, we used an institution-approved, GDPR-compliant survey
platform, and while we used Back4app to track the participants’ interactions,
we did not store any personal or sensitive data in the database. Furthermore,
we provided participants with consent forms outlining the study’s purpose, with-
drawal options, and data handling procedures. Contact details for the researchers
were also provided for any enquiries (see consent forms in [34]). As some of our
study tasks included imagining being coerced while using the voting system, it
could make participants feel discomfort. Therefore, they had the option to leave
the study without any consequences, as described in the consent forms.

Data Analysis We used the statistical software R 4.3.0 (R Studio) to analyse
our data [43,44]. In addition, we used the Excel data analysis tool for the UEQ
provided by [48]. In our analysis, we included participants who completed their
Task 2 before 10 PM and passed all attention checks. From 300, we excluded
21 for failing at least one of the attention checks, 17 for failing to perform Task
2 before 10 PM, and 88 for not completing both study phases. Additionally,
we excluded two participants who did not follow the instructions, making it
impossible to identify their data from the first study phase. After applying these
exclusion criteria, our final sample consisted of 172 participants.

Effectiveness We used data from Back4App to compute successful and un-
successful outcomes for each study task, as well as successful completion of both
study tasks. Task 1 was coded as correct if participants’ initial vote in the
database for ’John Doe’ across all conditions. All other cases were coded as in-
correct. For Task 2, S1 was coded as correct if participants had a final vote for
’John Doe’ cast during the time of Task 1, while S2 and S3 required a vote for
’Sofia Lee’ with the correct identifier (i.e., ice-cream). All other cases were coded
as incorrect. We conducted a logistic regression model with a binomial link, with
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the interaction of scenario and risk framing as predictors to our dependent vari-
able overall effectiveness. Furthermore, we included the time between the two
study phases as a main effect in our model, as participants had seven hours to
complete Task 2, resulting in different return times. We assessed the model as-
sumptions and observed a mild degree of overdispersion (dispersion parameter =
1.27). Otherwise no substantive violations of model assumptions were detected.
Furthermore, we analysed why participants failed their voting tasks.

User Experience For each condition, we calculated the mean scores of prag-
matic quality, hedonic quality, and attractiveness. Additionally, we assessed in-
ternal consistency using Cronbach’s alpha. Results indicated acceptable to good
reliability across most subscales of the UEQ (α = 0.71–0.91), except for depend-
ability, which showed lower reliability (α = 0.64), indicating reduced internal
consistency for this subscale. We conducted a two-way MANOVA using Pil-
lai’s Trace, with scenario and risk framing and their interaction as independent
variables. The dependent variables were pragmatic quality, hedonic quality, and
attractiveness. We checked the assumptions of MANOVA, and no substantive
violations were detected.

Trust, Transparency, and Understandability For each condition, we calcu-
lated the mean scores of trust, transparency, and understandability. Additionally,
we assessed internal consistency using Cronbach’s alpha, which indicated good
reliability (α = 0.85− 0.96). We conducted a two-way MANOVA with scenario
and risk framing and their interaction as independent variables. The depen-
dent variables were trust, transparency, and understandability. These constructs
have previously been shown to be correlated [3]. Consistent with this, Pear-
son correlations among the dependent variables indicated strong associations
(r = 0.71 − 0.78), supporting a multivariate analytic approach. We evaluated
assumptions of MANOVA with Shapiro-Wilk tests indicating minor deviations
from normality in some conditions across. However, these deviations were not
consistent across all conditions. Homogeneity of covariance matrices was assessed
using Box’s M test, which indicated a significant violation (χ2 = 51.20, df = 30,
p = 0.009). Given these results, Pillai’s Trace was used for MANOVA

4 Results

In this section, we report the results from 172 participants. Table 1 provides the
distribution of participants across the conditions. The average time it took the
participants to return for phase 2 was 8 hours 20 minutes. Among participants,
95 were women, 76 were men, and one was self-described. The biggest age group
was 35-44 years, with 48 participants (see [34] for full demographics). Across all
conditions, 29 participants had a negative attitude towards internet voting, 28
were not sure, and 80 had a positive attitude. Similar attitudes were present for
postal voting, with 33 participants having a negative attitude, 16 being unsure,
and 123 having a positive attitude. Across all conditions, 26 participants reported
having tried online voting before.
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Table 1: Participant distribution across scenarios and risk framing conditions.
Scenario Implicit Explicit Total

S1 24 27 51
S2 26 35 61
S3 32 28 60

Total 82 90 172

Table 2: Number and percentage of participants successfully completing both
tasks in their respective scenario/risk framing

Implicit Explicit Overall
S1 14/24 (58%) 16/27 (59%) 30/51 (59%)
S2 20/26 (77%) 21/35 (60%) 41/61 (67%)
S3 24/32 (75%) 21/28 (75%) 45/60 (75%)
Overall 58/82 (71%) 58/90 (64%) 116/172 (67%)

Effectiveness Across all conditions, 67% of our participants completed their
voting scenario, and 33% failed. Table 2 provides the rates of participants suc-
ceeding in both tasks of their scenario for each condition, while Figure 3 details
the completion rates for the individual tasks.

Fig. 3: Overall effectiveness in percentages across the six conditions.

The logistic regression model indicates no significant main effect of scenario
on overall effectiveness (χ2(2) = 3.30, p = 0.192), nor a significant effect of risk
framing in the UI (χ2(1) = 0.63, p = 0.426). There is also no evidence of an
interaction between scenario and risk framing (χ2(2) = 0.99, p = 0.610). Finally,



Usability Evaluation of Loki as a Coercion-Resistant Internet Voting System 13

time between the two voting phases do not significantly predict overall effec-
tiveness (χ2(1) = 2.43, p = 0.119) Additionally, the logistic regression including
only main effects shows no significant effect of scenario or risk framing in the UI
(both p > 0.05), consistent with the full model.

Reasons for Failure: Across all conditions, four participants failed Task 1
(2%), while 52 participants failed Task 2 (30%). All participants who failed
Task 1 were assigned to S2. One participant failed because they did not cast
their vote for John Doe. Two participants failed because they answered “yes”
to having voted. One participant failed due to both answering “yes” to having
voted before and failing to cast a vote for John Doe. For Task 2 in S1, all 21
participants failed because they updated their vote instead of retaining their
original true vote for John Doe. All except one participant subsequently re-
selected John Doe. In S2, 11 participants failed to update their vote because
they did not provide the correct vote identifier from their initial coercive vote.
Additionally, three participants failed because they answered “no” to having
voted before. One participant failed because they saved their vote identifier.
In S3, 12 participants failed to provide the correct vote identifier from their
initially cast vote. Additionally, four participants failed because they had saved
their vote identifier.

User Experience Table 3 provides the mean scores for the pragmatic and
hedonic quality together with attractiveness. Across all conditions, the prag-
matic quality mean scores are higher than the hedonic quality ones; further-
more, conditions with an explicit risk framing also show higher means than
conditions with implicit risk framing. The two-way MANOVA reveals no signif-
icant multivariate effects on the combined dependent variables (pragmatic qual-
ity, hedonic quality, and attractiveness) of the scenario (Pillai’s Trace = 0.024,
F (6, 330) = 0.666, p = 0.677) or the risk framing in the UI (Pillai’s Trace
= 0.038, F (3, 164) = 1.966, p = 0.121). Furthermore, the interaction between
scenario and risk framing in the UI also shows a non-significant multivariate
effect (Pillai’s Trace = 0.024, F (6, 330) = 0.664, p = 0.679).

Table 3: Pragmatic quality, hedonic quality, and attractiveness mean scores
across the conditions (scale from -3 (low) to 3 (high)).
Dimension S1-Impl. S1-Expl. S2-Impl. S2-Expl. S3-Impl. S3-Expl.

Pragmatic Quality 1.23 1.46 1.11 1.33 1.10 1.73
Hedonic Quality 0.807 1 0.688 1.15 0.668 1
Attractiveness 1.31 1.51 1.13 1.39 1.02 1.63

Trust, Transparency, and Understandability Table 4 summarises the
mean scores for trust, transparency, and understandability across all conditions.
All mean scores range from 5.03 to 5.48 on a 7-point Likert scale (1 = low, 7
= high). In addition, explicit risk framing was associated with slightly higher
mean scores for trust, transparency, and understandability in S1 and S2, while
S3 showed a marginally higher trust score in the implicit condition. The two-way
MANOVA reveals no significant multivariate effects on the combined dependent
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variables (trust, transparency, and understandability) of the scenario (Pillai’s
Trace = 0.027, F (6, 330) = 0.741, p = 0.617) or the risk framing in the UI
(Pillai’s Trace = 0.019, F (3, 164) = 1.056, p = 0.370). Furthermore, the inter-
action between scenario and risk framing in the UI also shows a non-significant
multivariate effect (Pillai’s Trace = 0.021, F (6, 330) = 0.597, p = 0.733).

Table 4: Mean scores for trust, transparency, and understandability across the
conditions (scale from 1 (low) to 7 (high)).
Dimension S1-Impl. S1-Expl. S2-Impl. S2-Expl. S3-Impl. S3-Expl.

Trust 5.03 5.32 5.04 5.06 5.41 5.21
Transparency 5.32 5.43 5.04 5.36 5.28 5.35
Understandability 5.24 5.48 5.12 5.26 5.43 5.48

5 Discussion and Conclusion

RQ1: Effectiveness in various scenarios Our results show that 67% of our
participants can complete their respective voting scenario. Still, the failure rate
remains relatively high at 33%, with reasons depending on the specific voting
scenario. We discuss these different voting scenarios and their implications be-
low. In the use case where the voter casts a single vote without coercion, Loki
is highly usable, as all participants successfully do so. Therefore, in online elec-
tions where this scenario is the most common, Loki can provide an effective
voting experience for the voters. In the use case where the voter needs to up-
date their vote, either due to prior coercion or a change of mind, most of our
participants complete it (67% and 75%, respectively). However, the reason of
failure is mainly because the participants don’t provide the correct identifier
from their initial vote. This finding indicates that memorability is a key issue in
such scenarios, preventing voters from success. This finding further aligns with
previous research that identifies memorability as a usability challenge for such a
coercion-resistant system as Loki [21, 33]. Further supporting the memorability
issue, a few participants saved their vote identifier despite being explicitly in-
structed not to do so. This behaviour is well known in usable security research
(e.g., password storage) and typically emerges when systems impose excessive
cognitive burdens on users. In the context of coercion-resistant voting, storing
secrets can undermine security guarantees if coercers gain access to the stored
vote identifier. Therefore, similar risks apply to other coercion-resistant systems
whenever voters store required secrets. Although our study investigated only
one type of secret (i.e., vote identifiers consisting of an image and an associated
word), other types of secrets may offer improved memorability. Nevertheless,
our findings suggest that memorability remains an inherent challenge affecting
the effectiveness of coercion-resistant systems relying on secrets. Future work
should therefore investigate alternative designs for such secrets to improve their
effectiveness. In the use case where a voter needs to cast an invalid vote under
coercion to protect their initially true vote, our participants struggle the most,
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with only 59% completing it. This finding undermines the main motivation for
Loki, which is protecting voters against last-minute coercion. However, except
for one, all participants fail because they update their vote, indicating issues
with understanding the scenario and possible actions. The failure can therefore
potentially be explained by misunderstanding of the study instructions rather
than lack of system usability. Future work should explore how to improve voters’
understanding and why they fail (e.g., whether their behaviour is contingent on
specific study instructions or has reasons other than their lack of understanding).
Our finding, furthermore, contrasts with a preliminary study, showing a 90% suc-
cess rate of casting an invalid vote under coercion [20]. However, this study had a
different design, including other study instructions and the researcher’s physical
presence in the study lab. Therefore, these differences highlight the importance
of evaluating coercion-resistant systems under varying conditions rather than
relying solely on results from controlled lab studies.

RQ2: Effect of risk framing We did not find any significant effects of the
risk framing on either of the evaluated metrics, showing that an explicit framing
neither help voters to use the system more effectively nor have a significant
effect on voters’ perceptions of trust, transparency, understandability or user
experience. We note, however, that lack of statistical significance finding in our
study does not necessarily imply that risk framing does not have any effect.
Future work would need to take a closer look at different framings, e.g. evaluating
whether changes in the wording such as providing further details about the
coercion threat would affect the findings, or conducting qualitative research to
better understand the users’ reaction to the framing. At the same time, for
most of the scenarios, explicit framing performed better (albeit not reaching the
level of statistically significant difference) in terms of trust, transparency and
understandability, as well as in terms of user experience. The finding confirms the
results of previous research, showing a potential positive effect of a transparency-
based approach [3] that consists of informing voters about the security guarantees
of voting systems.

RQ3: Trust, transparency, understandability, user experience Our
participants gave positive scores of trust, transparency, and understandabil-
ity across all conditions. Similarly, Merino et al. found that voters perceived
a coercion-resistant voting system using fake credentials as trustworthy [31].
However, their lack of utilising a validated trust measure limits comparability.
Table 5 compares our results with other evaluated voting systems using the same
measurement instruments [3,35]. These systems provide different security prop-
erties (e.g., verifiability) and do not support coercion resistance; nevertheless,
the comparison suggests that introducing coercion-resistant features does not
appear to negatively affect perceived trust, transparency, or understandability
relative to systems with alternative security guarantees. As this study is among
the first to evaluate trust, transparency, and understandability in a coercion-
resistant system using validated measurement instruments, the observed positive
scores suggest that coercion-resistant mechanisms may be compatible with user
acceptance. While the present work focuses on online voting, this may indicate
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Table 5: Comparison of trust, transparency, and understandability scores across
evaluated voting systems (7-point Likert scales).

System Trust Transp. Underst.

Loki (variants) 5.03–5.41 5.04–5.43 5.12–5.48
Helios (variants) [3] 4.38–5.11 4.77–5.22 4.76–5.21
Tracking-code system [35] 4.98 5.13 5.37

potential applicability in other coercion-sensitive domains. However, further em-
pirical work is required to assess generalisability across domains with differing
threat models and user expectations. For the user experience, our participants
gave positive scores of pragmatic quality and attractiveness across all conditions.
However, hedonic quality scores were negative in the two of the three implicitly
conditions. Similarly, other internet voting studies using the UEQ report neg-
ative scores for novelty [28, 30] and stimulation [28], belonging under hedonic
quality. Although these systems focus on verifiable voting rather than coercion
resistance, the pattern suggests that voting-related systems tend to perform bet-
ter on pragmatic than hedonic aspects of user experience. This pattern may be
explained by the domain context: internet voting systems support high-stakes
civic processes where functionality, reliability, and institutional legitimacy are
prioritised over hedonic qualities such as stimulation or novelty. Consequently,
lower hedonic quality scores may be an expected characteristic of such systems
rather than a design limitation. Extending this perspective, if coercion-resistant
mechanisms are deployed in high-threat environments such as governmental ser-
vices, similar patterns of comparatively lower hedonic quality may be observed.
However, future work is needed to evaluate the generalisability of this effect
across application domains.

Limitations Our study was conducted with participants from Prolific, and
the sample skewed towards a younger and more educated population. While
Prolific studies can be representative of attitudes related to security and pri-
vacy [47], and a younger population in particular is known to be first adopters of
new election technologies [49], a more representative sample might have resulted
in different findings. Our sample furthermore only consisted of UK citizens who
are unfamiliar with online voting. Results might therefore be different for vot-
ers who are familiar with internet voting (e.g., Estonia). Moreover, participants’
behaviour in a study simulating an election might vary from their behaviour dur-
ing an actual election, both under coercion and in its absence. In a real election,
voters might be more likely to read the voting instructions and make an effort to
memorise crucial information. However, they also might be less likely to attempt
to deceive the coercer if they are not confident in their abilities to do so and
are concerned about retaliation. Furthermore, we had a fixed seven-hour interval
between the two study phases. However, the time between these phases is likely
to vary across voting scenarios in practice, which may limit the generalisability
of our findings. Similarly, we only considered two simulated coercion scenarios,
without investigating more complex use cases. We furthermore only investigated
one possibility of designing the voter identifier, following previous research on
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Loki [20]. Other designs (e.g. a different set of visuals) might therefore have a
different effect on memorability.

Conclusion We conducted an online study (N = 172) to examine the us-
ability of the coercion-resistant internet voting system Loki across three voting
scenarios and two risk framings in the user interface. We conclude that Loki is
usable for voters who cast a single true vote in an election. However, it is less
usable for voters facing more complex situations, such as coercion or the need
to update their vote for other reasons. We further find that voters’ perceptions
of trust, transparency, and understandability in Loki are generally positive, in-
dicating that these factors are unlikely to constitute barriers to its acceptance.
Overall, the user experience is also positive. Future research should focus on im-
proving voters’ mental models of Loki, especially for voters exposed to coercion
after casting their initial preferred vote.
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