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Abstract. Digital accounts are often preferred targets of adversaries.
An underrated threat is coercion, where adversaries force users to re-
veal their credentials. Panic passwords have been suggested to counter
this human-targeted threat, enabling users to apply a credential that
looks legitimate but triggers a covert security response. We conduct the
first evaluation of a panic password-based authentication scheme in non-
coercive use via two empirical studies (total N = 368). The scheme’s
dictionary keywords, that is, credentials belonging to a particular theme,
show recall rates up to 94% after two weeks and are perceived as a secure
protection. However, the responses also reveal gaps in the participants’
understanding of the scheme and concerns about their predictability. Our
results show that while the keyword-based scheme can be valuable, ef-
forts in user education and application of these keywords is required to
ensure effective usage in normal authentication.
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1 Introduction

Protecting digital accounts is crucial, as many contain sensitive information such
as financial or health records. This information makes digital accounts an at-
tractive target for attackers. One human-targeted strategy is coercion, where
adversaries force users to authenticate in presence of the coercer or share their
access credentials with the coercer, and thereby gain access. A 2024 survey finds
that 43% of individuals have felt pressured to share their accounts with their
partners |26]. This emphasises the need for authentication systems that pro-
tect users from this threat. However, traditional authentication systems do not
provide such protection.

A number of proposals have been made to ensure coercion-resistant authen-
tication. One promising approach for such authentication is the concept of panic
passwords, which are an alternative set of credentials that trigger a coercion
alarm followed by hidden countermeasures. Different variants of panic passwords
have been proposed in contexts such as online accounts, ATMs, and electronic
voting [9,/10,|15/36]. In particular, the keyword-based scheme proposed by Ste-
fanov and Atallah [36] aims to reduce the burden on the user in a stressful situa-
tion by separating the credentials into a regular password, which can be stored,
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and a so-called keyword which has to be remembered without being stored,
specifically designed to protect against coercion. This keyword is selected from
a dictionary, an easily defined set of words within a given theme, one of which
is assigned to the users. To authenticate, the users enter either their keyword
in a normal authentication situation or another word from the same dictionary
if they are being coerced. For additional security, the users are furthermore
required to enter their regular password, which works in the same way as in
traditional password-based authentication. While such a keyword-based scheme
has a potential advantage in terms of cognitive load on the users, it has not been
empirically evaluated yet.

To address this gap, we present the first human-centred investigation of the
keyword-based scheme, focusing on memorability, understandability, and per-
ceived security and usability. In our study, we consider the authentication pro-
cess using the keyword-based scheme in a non-coercive scenario. In particular,
we investigate two design choices central to the scheme: the choice of dictionary
used for keywords and the method in which the keyword is generated to the
user, namely, whether it is generated by the system or chosen by the user them-
selves. We consider both of these choices to be critical for the overall design of
the scheme. The choice of the dictionary is critical in ensuring that the users
have the capability to remember their keywords and properly apply them during
authentication in both non-coercive and coercive situations. The choice of the
password generation method can have further influence on both the memora-
bility and security of the keyword. With the investigation of these choices, we
therefore aim to answer the following research questions:

RQ1 How does the keyword-based scheme perform in terms of memorability,
understandability and perceived security?

RQ2 How can the evaluated design choices (i.e., choice of dictionary and as-
signment method of the keyword) influence this performance?

To answer these questions, we run two online studies (Study 1 with N = 213
and Study 2 with N = 155) as between-subject experiments, with one study
per either of the two design choices outlined above. Both studies were con-
ducted in two stages, two weeks apart, to measure long-term memorability of
the keywords. Across both studies, participants generally recalled keywords ac-
curately and found them understandable, regardless of the dictionary or genera-
tion method. While dictionary choice had no significant effect, system-generated
keywords were recalled more reliably than user-generated ones. Overall, usability
and security perceptions were positive, but 6-20% of participants failed to recall
their keyword after two weeks, and 30-46% struggled to understand what input
to enter under coercion. Some participants also raised concerns about memo-
rability and vulnerability to brute-force attacks due to small dictionary sizes.
These results suggest that the keyword-based scheme shows practical potential
but requires further research to improve memorability and clarity of security
guarantees. Based on our results, we provide a set of recommendations for prac-
tical implementation of the keyword-based scheme.
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2 Background and Related Work

Coercion-Resistant Authentication Traditional authentication systems pro-
vide no protection for digital accounts when users are forced to authenticate. To
address this gap, several coercion-resistant mechanisms have been proposed [4}9]
141/201221[39|. Several of them rely on biometrics [12l/14]. Although these methods
avoid knowledge-based secrets, they raise privacy concerns due to the sensitivity
of biometric data. Another direction uses implicit learning to embed a secret in
the user’s memory without conscious awareness [4]. The user cannot voluntarily
disclose the secret because they are unaware of it. However, this technique raises
ethical considerations and transparency issues, as the learning process is hidden
and users may be unaware of what information they carry. One line of work
suggests different multimodal approaches to signal coercion [20]. These include
biometrics (e.g., voice), a single-button press, or a specific sequence of actions,
illustrating distinct input modalities rather than offering users multiple simul-
taneous options. However, the work assumes a time-limited adversary, making
it less suitable for contexts, such as abusive relationships, where an adversary
knows the victim. Of particular relevance to our study is the fake credentials
approach, which is a type of knowledge-based authentication, allowing users to
enter an alternative credential under coercion. Fake-credential approaches all
rely on the assumption that the coercer is absent when the user receives the fake
credential, and they can be grouped into three variants:

1. One valid credential with all other inputs treated as alternative credentials:
This approach appears in coercion-resistant voting systems such as JCJ [22].
Clark et al. |9] also proposed the P-complement scheme, as well as the graphi-
cal 5-click scheme. However, since many inputs act as alternative credentials,
the system cannot distinguish accidental inputs from intentional signals of
coercion, which undermines usability and limits feasibility.

2. One walid credential and one alternative credential: This approach is de-
ployed in the real-world disc-encryption tools TrueCrypt and VeraCrypt |19}
39]. However, if plausible deniability fails, the coercer can simply demand
that people reveal both credentials. Similarly, Clark et al. |9] proposed the
2P and 2P-time-lock schemes.

3. One valid credential and a set of alternative credentials: This variant allows
multiple, yet a limited amount of alternative credentials and has been sug-
gested in prior work [9}[10,[15,[36]. These proposals, further, treat any input
outside the set of alternative credentials and the true credential as invalid,
resulting in a standard error message. In this study, we focus on this third
variant, commonly known as panic-password schemes.

Panic Passwords Clark and Hengartner [9] were the first to formalise the
concept of panic passwords. They introduced 5-dictionary, in which users have
five words from a dictionary, and any reordering of these words signals coercion,
functioning as the set of panic passwords. Stefanov and Atallah [36] proposed
a similar scheme, where users have a single keyword from a dictionary in addi-
tion to a regular password. Thus, users first enter a regular password, followed
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by a keyword. While users are allowed to store the regular password (e.g., in
password managers), they must be able to remember their keyword, as storing
it could expose them to a coercer. An overview of the keyword-based scheme is
provided in [29]. Beyond general-purpose schemes, a few context-specific panic
password mechanisms have also been explored [10,|15]. Hameed et al. [15] in-
troduced SafePass, a panic-PIN scheme for ATMs in which any change to the
fourth digit of the PIN is interpreted as a coercion signal, while all other incor-
rect PINs are treated as invalid input. Clark et al. [10] proposed Selections, an
Internet voting scheme implementing the concept of panic passwords. Although
these authentication schemes implementing panic passwords offer a promising
direction for coercion-resistant authentication, their feasibility has not been em-
pirically evaluated. We address this gap by conducting an empirical study of the
keyword-based scheme based on the proposal by Stefanov et al. |36].

Human factors in Knowledge-Based Authentication Memorability is
a central challenge of knowledge-based authentication, and previous research
shows that humans struggle with remembering random or complex passwords,
graphical patterns, and multiple credentials across accounts [8l30437]. Passphrases
have been proposed to improve memorability [35l/48]. However, user-selected and
system-assigned passphrases both show poor long-term memorability and are as-
sociated with security misconceptions [35}/48]. Research in cognitive psychology
and authentication find that humans recall user-generated items more easily
compared to assigned ones |2}/7,|11}/25]. However, humans also tend to choose
short and weak passwords, reused on multiple platforms [5,46]. While allowing
humans to select their own passwords could improve memorability, it also risks
generating predictable choices that coercers might guess. Therefore, we inves-
tigate how the generation method in the keyword-based scheme affects mem-
orability and security. Another factor is humans’ mental models that strongly
influence security behaviour, interpretation of risks, and decision-making during
authentication tasks [13}|18]. Humans may adopt insecure practices, misunder-
stand feedback, or misuse security mechanisms if they hold inaccurate mental
models. Previous studies have explored mental models in password reuse [46],
implicit authentication relying on behavioural traits [24], and home computer se-
curity [45]. These demonstrate that humans’ perceptions can differ substantially
from technical realities. Compared to conventional authentication, the keyword-
based scheme poses unique challenges. Unlike standard passwords, keywords
should not be stored, are short meaningful words, and are used with systems
that suppress certain error feedback to avoid alerting attackers. These differ-
ences may conflict with humans’ mental models, making it critical to evaluate
the practical viability of such a coercion-resistant solution. In addition to men-
tal models, human’s perceptions of security strongly influence adoption, as even
technically robust mechanisms fail if they are perceived as unnecessary, confus-
ing, or burdensome [3,|16}30,40|. Convenience often takes priority over security
when mechanisms disrupt routines or appear complex [16,30], and adoption
is further shaped by perceived risks, trust in the system, and clarity of how
mechanisms function [3}40]. Mechanisms designed for special situations, such as
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panic passwords to resist coercion, may face additional adoption barriers due
to low perceived threat likelihood, usability challenges, and limited user aware-
ness. These findings suggest that understanding how humans perceive security
is essential for the adoption of a novel authentication mechanism. Therefore, we
examine the perceived security of the keyword-based scheme.

3 Study 1: Dictionary Choice

3.1 Methodology

The goal of our first study was to assess the viability of an authentication scheme
based on panic passwords for practical implementation in non-coercive situa-
tions. We chose the scheme by Stefanov and Atallah [36] because it requires
fewer cognitive skills from users, needing only to recall a single keyword from a
dictionary, compared to five words in the scheme proposed in [9]. Furthermore,
the solutions in [10,(15] is limited to ATMs or internet voting, which is why we
did not consider it for our evaluation.

Design of the scheme In order to evaluate the keyword-based scheme pro-
posed in |36], we had to consider two design choices: the choice of the dictionary
for the keywords and whether users are assigned a keyword by the system or
select one themselves. We decided to focus on the dictionary in this first study
because it is a defining element of the scheme, making it different from traditional
authentication approaches. Users must recall a dictionary keyword at every at-
tempt of non-coercive authentication, and this recall is a prerequisite for the
scheme to function well in a real-world implementation. Thus, if the dictionary
is not usable, the scheme cannot be meaningfully deployed. Consequently, this
study also served as a feasibility evaluation, establishing whether the keyword-
based scheme was usable in practice before exploring additional design choices.
Below, we elaborate on the choice of dictionaries in this study.

Choice of dictionary We considered the requirements set by the authors
of the original proposal, namely, (1) the dictionary must be well defined, mean-
ing that users must be able to pick a random word and be sure that it is in
the dictionary by only knowing the topic of it, and (2) keywords should have
a high typo quality, that is, a large distance between keywords so that single
typos cannot lead to mistakenly entering a panic password. We decided to use
animals, countries and colours as our dictionaries. The selected dictionaries are
potentially well-defined, satisfying (1); it is likely easy for users to come up with
a panic password that they know is in the dictionary. To assess requirement (2),
we computed pairwise edit distances within each dictionaryﬂ We found three
country pairs and 21 animal pairs with an edit distance of 1, and none among
the colours. While there are some exceptions (e.g., “Ireland” vs. “Iceland”), these

! We used the 193 UN-recognised countries [41], a 571-animal list provided from
GitHub [27], and the 11 basic colour terms described in the Berlin-Kay tradition and
summarised by the International Society for Knowledge Organization (ISKO) [21]
to compute distances.



6 Christina Nissen and Oksana Kulyk

words are few enough so that they can be removed from the dictionary. Fur-
thermore, these dictionaries were relatively easy to assess due to their somewhat
finite size, whereas broader dictionaries, such as those of verbs, would have been
difficult to evaluate for high-typo quality. Therefore, while we acknowledge that
there are other dictionaries that might be good, or perhaps even better, candi-
dates for the scheme, we decided to use these three dictionaries.

Study Design We conducted a two-part online survey study with a between-
subjects desigrﬂ The goal of the study was to compare the performance in terms
of memorability and understandability. Furthermore, the goal was to understand
users’ perception of the security and usability of the keyword-based scheme. We
chose between-subject design to avoid reducing recall accuracy due to confusion
or increased cognitive load if participants had tried all dictionaries, which could
otherwise also impact understandability due to learning effects. To identify po-
tential issues, we conducted a test session with a researcher present to observe
a user and a pilot study with 30 participants.

Study Procedure Our study consisted of two surveys spaced two weeks
apart (see [29] for full questionnaire) ﬂ We chose this interval following a prior
study on password memorability in a normal authentication context [48]. Im-
portantly, we evaluated the keyword-based scheme under typical, non-coercive
usage. Thus, a two-week period is sufficient to assess how well participants re-
member their keywords in everyday authentication.

Two week
period

Consent ]—{Survty Part I] [lnvilod BackH Consent HSurvoy Part 2J

Animals
Dictionary
Password

Colours

S Prolific Dictionary

Countries
Dictionary
Password

Fig. 1: Overview of study procedure

Survey: Part 1 Participants provided consent and were introduced to the
keyword-based scheme with an example(see [29]). Keywords were called “the-
matic passwords” to provide a semantic cue. Due to platform limitations, pass-
words could not be dynamically generated per participant and were therefore
fixed: the regular password was Rm2VRGNrWp, and keywords were elephant,
norway, and purple. We embedded the assigned keywords as images to prevent
copying, and the back button was disabled to prevent revisiting the keyword. To
investigate understandability, participants then answered three multiple-choice
questions, presenting different login scenarios in which they had to select the
correct input. These scenarios capture the different types of inputs the system

2 Due to extensive length, the full surveys, demographics, codebook, and statistical
results for both studies are accessible in [29].

3 QOur surveys included additional questions that were not analysed in this paper and
evaluated separately, see |28|
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can receive, each producing a distinct system response: (1) entering their as-
signed keyword in a normal login situation, which results in a successful login;
(2) entering a panic password in a coercive situation, which triggers a silent
alarm; and (3) entering any unrelated word to the dictionary (e.g., 'pizza’),
which produces an error message in both coercive and normal login situations.
To assess memorability, participants then first entered their regular password
into a free-text field, followed by their keyword. We asked participants to enter
their regular password as well to imitate a real-world scenario but omitted the
evaluation from the paper for the sake of brevity. We followed the methodol-
ogy of a similar study [48], giving the participants five attempts. Subsequently,
the participants completed the IPIP-NEO 120 personality inventory as a cog-
nitive distractor (~10 minutes). Here, we also included an attention check for
quality control to follow Prolific recommendations [32]|. Finally, they answered
demographic questions and re-entered their regular password and keyword.

Survey: Part 2 We re-contacted the participants two weeks after the first
survey. After providing informed consent, we gave them five attempts to enter
the regular password and keyword. Afterwards, we asked them whether they
had saved their keyword despite being instructed to refrain from doing so. Af-
terwards, we briefly explained the keyword-based scheme to them. This was
provided after their password inputs to not affect the recall performance. Fur-
ther, we presented them with the same three scenarios as in the first survey part
to assess the understandability. Finally, we presented them with multiple-choice
questions about how confident they were that the keyword-based scheme could
prevent forced login, security compared to traditional authentication systems,
and their confidence about memorising multiple keywords.

Variables Our independent variable was the dictionary. Our dependent vari-
ables were defined as follows. Memorability was measured as (a) correct keyword
entry on the first attempt at three time points - (1) shortly after learning, (2)
after a short distraction, and (3) after two weeks - and (b) perfect recall, de-
fined as correct entry at all three points. Understandability was measured as (a)
the number of correct answers per participant (range 0-3) and (b) the binary
correctness of each scenario question (0 = incorrect, 1 = correct). Each survey
provided one time point.

Recruitment and Ethics We recruited 300 participants via Prolific, ran-
domly assigning 100 to each dictionary. A chi-square power analysis (df = 2, «
= 0.05, Cohen’s w = 0.3) indicated 172 participants were needed for 80% power.
Anticipating some drop-out based on a reported 77% return rate in a similar
study [48], we oversampled to ensure sufficient follow-up participation. Partici-
pants were UK or US residents, fluent in English, and received £2.6 for the first
survey and £1.2 for the follow-up.

While our institution requires no formal ethical approval, we followed their
guidelines. We had participants sign a consent form outlining the study, pro-
vided them with withdrawal options, and described our data handling (see con-
sent form in [29]). Data were collected on a GDPR~compliant platform, and all
identifying information was removed.
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Data Analysis We used the statistical software R 4.3.0 (R Studio) to anal-
yse our data. We included participants who completed both surveys, passed
the attention check, and reported that they did not store their keyword. From
300 participants, we excluded seven participants for storing the keyword, 21 for
failing the attention check, and 59 for not completing both surveys.

Memorability Keywords were coded as correct or incorrect, where an input
had to match the letter sequence, case-insensitive (e.g., ‘Elephant’ = ‘elephant’),
reflecting the preprocessing a system can perform. Memorability on the first
recall attempt was assessed using chi-square or Fisher’s exact tests on counts
of correct keywords per dictionary at each time point. We also conducted a
logistic regression for perfect recall. This test was conducted to aggregate the
repeated measures from the same participantsﬁ We conducted a descriptive
analysis of errors, distinguishing (1) panic password inputs, which are other
dictionary words that would trigger a coercion response (e.g., “lion”), and (2)
inputs causing failure and an error message (e.g., “mango2”). We analyse panic
password errors both in terms of the proportion of all errors and the number of
participants with at least one such error across dictionaries and time points.

Understandability For the number of correct scenario answers per participant
(range 0-3) per time point, we used a Kruskal-Wallis test due to violation of the
normality (Shapiro-Wilk p = 9.688¢ — 14) for ANOVA. For binary correctness
of each scenario question (0 = incorrect, 1 = correct), we applied a generalised
linear mixed-effects model (GLMM) with dictionary as a fixed effect and par-
ticipants as a random effect, excluding time point and its interaction due to
non-significance. This test accounted for repeated measures from the same par-
ticipants.

Security and Usability Perceptions For the multiple-choice questions, we con-
ducted a descriptive analysis with frequencies of responses grouped by the three
dictionaries.

3.2 Results

We report results from 213 participants, with 74 assigned to the animals, 67 to
the countries, and 72 to the colours conditions. Among participants, 132 were
women, 80 were men, and one was non-binary. The biggest age group was 35-44
years, with 58 participants (see [29] for full demographics).

Memorability Table[l|summarises the rate of participants assigned to each
dictionary correctly recalling their keyword on the first attempt at the three time
points, as well as the number of participants with perfect recall. While the vast
majority manage to recall their keyword correctly at the first two time points,
6% to 15% of participants fail to do so after the two-week period.

4 A generalised linear mixed model (GLMM) with random effects could not be used
due to non-normality.
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Table 1: First-attempt keyword recall rates by dictionary and time point.
Shortly after

learning

After distraction After two weeks|Perfect recall

Countries| 65/67 (97%)  65/67 (97%) 57/67 (85%) | 57/67 (35%)
Colours | 69/72 (96%)  70/72 (97%) 68/72 (94%) | 64/72 (89%)
Animals | 73/74 (99%)  71/74 (96%) 65/74 (88%) | 64/74 (86%)

Total  [207/213 (97%) 206/213 (97%)  190/213 (89%) |185/213 (87%)

No statistical differences between the dictionaries are detected at any time
point (testing via chi-square and Fisher’s exact tests EL p-values > 0.05) ﬁ Fur-
thermore, perfect recall reveal no significant differences between the dictionaries
(using logistic regression, p > 0.05).

Errors Table[2| gives and overview of the participants’ panic password errors,
i.e., entering another dictionary word (before recalling the keyword or failing to
recall it after five attempts). Overall, 27 participants entered a panic password.
Across dictionaries and time points, panic password errors account for 55.6% of
errors. By dictionary type, they represent 38.5%, 57.1%, and 77.8% of errors for
the animal, country, and colour dictionaries, respectively (see table in [29]).

Table 2: Number of participants making a panic password error.

Dictionary Shortly after learning After distraction After two weeks

Animals  1/74 (1%) 2/74 (3%) 4/74 (5%)
Colours 3/72 (4%) 1/72 (1%) 4/72 (6%)
Countries  2/67 (3%) 2/67 (3%) 8/67 (12%)
Total 6/213 (3%) 5/213 (2%) 16/213 (8%)

Understandability Mean scores for the number of correct answers per par-
ticipant range from 2.04 to 2.48 out of 3 across time points for the dictionaries
(see Table . The Kruskal-Wallis tests reveal no significant difference between
the dictionaries for each time point (p-values > 0.05).

Table 3: Mean understanding scores (0-3) by dictionary and survey round.
Dictionary Part 1 Mean (SD) Part 2 Mean (SD)

Animals 2.22 (0.815) 2.04 (0.801)
Countries 2.48 (0.704) 2.27 (0.750)
Colours 2.28 (0.843) 2.18 (0.775)

Participants’ understanding of inputs outside the dictionary is highest (88%),
while their understanding of coercive scenario is lowest (57%) (see Table .
Scores decline across survey parts for coercive and non-coercive questions but
increase for inputs outside the dictionary.

The GLMM indicates that using the countries dictionary significantly in-
creases the odds of a correct response compared to the baseline dictionary, which
is the animals dictionary (OR = 1.67, 95% CI [1.07, 2.33], p = 0.026), while the

5 Fisher’s exact tests were used in place of chi-square tests for comparisons with small
counts.
5 The detailed information about all the statistical tests performed is included in [29]
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Table 4: Rates of correct answers per understandability question across survey
rounds.

Understandability Question Part 1 Part 2

Non-coercive scenario 160/213 (75%) 152/213 (71%)
Coercive scenario 150/213 (70%) 121/213 (57%)
Inputs outside dictionary 184/213 (86%) 187/213 (88%)

colours dictionary does not differ significantly from the baseline (OR = 1.23, 95%
CI [0.80, 1.65], p = 0.351), as shown in Table [5| However, the post-hoc pairwise
comparison with the Tukey method, adjusting for multiple comparisons, shows
no significant differences between the dictionaries m

Table 5: GLMM predicting correctness on understandability questions across
dictionaries (random intercepts for participants; baseline = animals). Participant
intercept variance = 0.765. Significance: *** p < 0.001, * p < 0.05.

Predictor Estimate Std. Error z value Pr(>|z|) Odds Ratio (OR) 95% CI

Intercept 1.0362 0.1554 6.667 <0.001*** 2.82 [2.01, 3.97]
Countries 0.5131 0.2303 2.228 0.026* 1.67 [1.07, 2.33]
Colours 0.2057 0.2203 0.934 0.351 1.23 [0.80, 1.65]

Security and Usability Perceptions Most participants (154 of 213) are
moderately confident or higher that keywords can prevent access under forced lo-
gin, with colours showing slightly more very high confidence responses (17) than
animals (9) or countries (5) (see figures in [29]). Furthermore, most participants
(154 of 213) are moderately or very confident that keywords can prevent access
under forced login, with colours eliciting more very high confidence responses
(17) than animals (9) or countries (5). Moreover, keywords are generally per-
ceived as more secure than traditional passwords (146 out of 213), where slightly
more participants rate animals (14) and colours (17) as much more secure than
countries (5). Regarding usability perceptions, confidence in remembering mul-
tiple keywords is low with 123 out of 213 participants feeling not confident or
slightly confident. However, more participants report moderate confidence for
colours (21) than for animals (14) or countries (9).

4 Study 2: Password Generation Method

4.1 Methodology

The goal of our second study was to assess the effect of the keyword genera-
tion method by comparing user-selected and system-assigned keywords. While
user-generated passwords often are insecure [17,/42,/46], they may be easier to
remember, which is critical since keywords cannot be written down to ensure
coercion resistance. Building on Study 1, we focused on the colours dictionary

" The detailed information about all the statistical tests performed is included in [29]
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to isolate the effect of the generation method, as this dictionary showed a slight
memorability advantage after two weeks.

Study Design We conducted a two-part online survey with a between-
subjects design, assigning participants to either a user-generated or system-
generated keyword. As in Study 1, we compared memorability, understandability,
and perceived security and usability. All participants were assigned the same reg-
ular password as in Study 1, while the system-generated group was assigned the
keyword purple and the user-generated group chose a colour keyword themselves.
Due to platform limitations, the system-assigned keyword was fixed, as in Study
1. We chose a between-subjects design for the same reasons as in Study 1. We
also ran a pilot with 20 Prolific participants, which led us to present open-ended
questions about usability and security before the corresponding multiple-choice
questions to reduce priming effects.

Study Procedure The study procedure was largely consistent with that
of Study 1 (see Section [3.1)). Differences were as follows: (1) participants in the
user-generated group chose a keyword themselves from the colours dictionary;
(2) participants only had one attempt to recall the keyword due to high recall
rates in Study 1; and (3) participants completed several additional multiple-
choice questions on security and usability, along with two open-ended questions
about security concerns related to this type of authentication method and their
preferred keyword generation method.

Variables The measures for memorability and understandability were almost
identical to those in Study 1. However, we only measured understandability as
the number of correct answers per participant (range 0-3) in this study.

Recruitment and Ethics As in study 1, we recruited participants via Pro-
lific and randomly assigned them to a keyword generation method. Inclusion
criteria and ethical procedures were the same as in Study 1, and participants
of Study 1 were furthermore excluded. Based on a power analysis and expected
attrition, we recruited 200 participants. Participants received £3 and £1.20 for
the first and the second survey, respectively.

Data Analysis From 200 participants, we excluded eight participants for
storing the keyword, five for failing to choose a colour as their keyword, and 32 for
not completing both surveys. We followed the same analysis approach as Study 1.
However, we only used a Kruskal-Wallis test for understandability, as the GLMM
for binary correctness of each scenario question could not be used due to unmet
model assumptions. Similarly, normality assumptions for ANOVA were violated
(Shapiro-Wilk p = 7.741e—11). Open-ended responses were analysed inductively:
one researcher developed a codebook per question from 50 responses, a second
researcher independently coded the same set, discrepancies were resolved through
discussion, and one researcher coded the remaining responses (see codebook
in [29]). To evaluate the security of user-generated keywords, we analysed the
frequencies of the chosen colours.
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4.2 Results

We report results from 155 participants, where 84 were assigned to a system-
generated keyword and 71 to a user-generated keyword. Among participants, 69
were women, and 86 were men. The biggest age group was 25-34 years, with 38
participants (See [29] for full demographics.)

Blue is the most user-chosen colour as a keyword, with 38% (27 of 71) of par-
ticipants choosing it (see figure in [29]). The colours green, purple, yellow, pink,
and red have frequencies between 7 and 10% (5-10 of 71 participants choosing
each colour). The renaming colours have been chosen fewer than five times.

Memorability Across all time points, recall rates range between 99% and
82% (see Table [6]). Furthermore, while recall rates decline after two weeks, the
system-generated keywords have a higher percentage of successful recalls (93%)
compared to user-generated (82%).

Table 6: Keyword recall rates by generation method and time point.
Shortly After After Perfect
After Learning Distraction Two Weeks Recall
User-generated  69/71 (97%) 70/71 (99%) 58/71 (82%) |56/71 (79%)
System-generated 82/84 (98%) 82/84 (98%) 78/84 (93%) |78/84 (93%)
Total 151/155 (97%)  152/155 (98%) 136/155 (88%)|134/155 (86%)

Chi-square and Fisher’s exact tests indicate no statistical difference between
the generation method at any time point for keywords (all p-values > 0.05). The
logistic regression of perfect recall indicates a significant effect of the generation
method on the recall rate (p = 0.02) (See Table [7)). Participants with a system-
generated keyword have a 93% probability of a perfect recall compared to 79%
for those with a user-generated one.

Table 7: Logistic regression on perfect recall of keywords. Baseline: System-
generated.

Estimate Std. Error z value Pr(> |z]) OR 95% CI
(Intercept) 2.5649 0.4237  6.054  <0.001 13.0 [6.17 — 33.46]
User-generated keyword — -1.2476 0.5138 -2.428 0.015 0.29 [0.10 — 0.75]

Errors Table|8| provides the number of participants entering a panic password
as an error. Overall, 15 participants enter a panic password at different time
points, with 11 of these errors occurring after two weeks. Across generation
methods and time points, panic password errors account for 57.7% of all errors.
Moreover, panic password errors represent 50% of all errors for system-generated
keywords and 62.5% for user-generated passwords (see table in [29]).

Understandability Mean scores for the number of correct answers per par-
ticipant range from 2.08 to 2.34 of 3 across the two surveys (see Table[d). While
the score declines for user-generated keywords between the surveys (2.34 to 2.17),
the opposite pattern shows for system-generated keywords (2.08 to 2.13.) Our
participants’ understanding of inputs outside the dictionary is highest (88%),
while understanding of coercive password use is lowest (54%) (see Table [10)).
Scores decline or remain stable across survey parts for coercive and non-coercive
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Table 8: Number of participants making a panic password error.

Generation method Shortly after learning After distraction After two weeks

User-generated 1/71 (1%) 1/71 (1%) 8/71 (11%)
System-generated 1/84 (1%) 1/84 (1%) 3/84 (4%)
Total 2/155 (1%) 2/155 (1%) 11/155 (7%)

Table 9: Mean understanding scores (0-3 correct answers) by generation method
and survey round.
Generation Method Part 1 Mean (SD) Part 2 Mean (SD)
System-generated 2.08 (0.895) 2.13 (0.902)
User-generated 2.34 (0.827) 2.17 (0.910)

questions but increase for inputs outside the dictionary. The Kruskal-Wallis tests
reveal no statistically significant difference between the generation method for
understandability for each time point (all p-values > 0.05) E|

Security and Usability Perceptions Overall, 61 out of 155 participants
are confident or very confident that keywords can prevent access under forced
login. More participants assigned a system-generated keyword (30) report be-
ing confident compared to those with a user-generated keyword (17)(see figures
in [29]). Further, 88 out of 155 believe that attackers are unlikely to detect the
use of a keyword, and 97 out of 155 consider the use of keywords as more secure
compared to traditional passwords. Regarding usability, most participants con-
sider keywords perfectly easy to remember and very likely to be recalled after
one week, with 93 and 102 participants reporting each outcome, respectively (see
figures in |29]). However, confidence in remembering multiple keywords across
accounts is lower, with 91 out of 155 participants reporting no or slight confi-
dence. Overall, 100 out of 155 participants are generally positive about using
the scheme beyond the study, and 105 out of 155 agree or strongly agree with
feeling more confident using user-generated keywords.

Open-Ended Questions Across all responses, guessability is the most domi-
nant security concern, with 118 mentions. Participants fear that keywords will
be too guessable by other people. In particular, they point out that there is lit-
tle variety of choices in colours and that attackers can do brute force or social
engineering. One participant says: "Someone close to me could guess based on
what colours they see me wear..." In contrast, 36 mention that they have no
concerns. Furthermore, usability is another concern, with 23 mentions. This is
not strictly security-related, but participants still mention the possibility of for-
getting keywords, writing them down to remember, or mistakenly triggering a
silent alarm. Finally, 22 mentions belong to the other category. Amongst these,
participants compare keywords to other security measures (e.g., 2FA), and raise
concerns about the human risks of forced logins. A majority of 111 participants

8 The detailed information about all the statistical tests performed is included in [29]

Table 10: Rates of correct answers per question across survey rounds

Understandability Question Part 1 Part 2
Non-coercive scenario 115/155 (74%) 114/155 (74%)
Coercive scenario 101/155 (65%) 83/155 (54%)

Inputs outside dictionary 125/155 (81%) 136/155 (88%)
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prefer user-generated keywords. The most dominant reason is memorability, with
94 mentions, as participants consider it easier to remember a self-chosen key-
word. One participant says: "Choose my own, so I can remember it." Other
reasons for preference towards a user-generated keyword include security (15),
other (11), and usability (6). System-generated keywords are preferred by 30
participants. The most dominant reason is security, with 17 mentions, as par-
ticipants consider them harder to guess, less predictable, and more resistant to
brute-force attacks. Other reasons include usability (5 mentions), memorability
(5 mentions), and other (5 mentions). A smaller number of participants have
either no preference (10) or mixed opinions with no clear answer (4).

5 Discussion and Conclusion

Memorability Despite promising recall rates for the keyword-based scheme, we
observe recall errors, indicating that mistakes are unavoidable. Consistent with
this, prior work shows that nearly all account owners eventually require creden-
tial resets [6], and research on other types of authentication, such as paraphrases,
also demonstrates failure in recall after a certain time [35|/48|. Therefore, we rec-
ommend for systems implementing the concept of panic passwords to offer a
recovery mechanism in the user interface that cannot be invoked by the coercer,
such as in-person visits. The aspect of recall errors is even more relevant if the
keyword-based scheme is implemented large-scale for multiple accounts, as man-
aging several credentials can exacerbate errors due to memory interference [§],
which aligns with our participants’ reported low confidence in recalling multi-
ple keywords. In particular, the high prevalence of panic-password errors in this
non-coercive situation (55.6% and 57.7%) illustrates a practical issue with the
keyword-based scheme, as entering a panic password would trigger the system’s
covert countermeasures, which in sensitive domains such as military systems
could escalate unnecessarily. This shows that memorability is not just a usability
concern but a key factor for operational viability. Thus, we recommend to only
deploy panic password schemes for accounts with elevated coercion risks and sig-
nificant potential consequences. The recall errors further suggest that some par-
ticipants may have formed incorrect mental models of the panic-password mech-
anism. In particular, participants may have assumed that any dictionary word
can be safely entered. Prior research has shown that incorrect mental models
can influence user’s security behaviour during authentication tasks [13}/181/24,47].
Avoiding panic-password errors that arise from incorrect mental models is there-
fore critical to prevent false alarms in real-world deployment. Therefore, we
recommend to educate users about the consequences of triggering a false alarms,
emphasising that panic passwords will not produce visible feedback to avoid
alerting a coercer. Additionally, the user interface should provide a clear prompt
above the password input fields advising users not to enter arbitrary inputs if
they cannot recall their credentials. In particular, it should clearly explain when
error messages are displayed or intentionally suppressed, helping users under-
stand the system’s covert behaviour. Still, future work should examine whether
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these panic password errors stem from misunderstandings of the scheme, ex-
perimental behaviour, or gaps in instructions. Interestingly, system-generated
keywords being easier to recall contrasts with prior research that self-generated
items typically are easier to remember [2}/7,/11,25]. This also conflicts with our
participants’ perceptions, as most perceived user-generated keywords easier to
recall. Overconfidence may explain the discrepancy, as participants may have
invested less effort in memorising self-chosen keywords. Still, it remains an open
question for future research to explore.

Understandability Our results suggest that some participants understood
the concept and answered all scenarios correctly, while others struggled with only
one correct answer (means = 2.04-2.48; SDs = 0.70-0.91). Furthermore, they
indicate that difficulties are not tied to the two key design aspects (dictionary
or generation method) but rather to the keyword-based scheme in itself. Partic-
ipants understand the non-coercive scenario and inputs outside the dictionary
scenario, as they resemble familiar password systems. Yet, they find the coer-
cive scenario harder to understand (down to 54% in Study 2), as it differs from
their mental models of how authentication works. This emphasises a problematic
aspect of understanding the scheme, i.e., if users misunderstand how to avoid
coercion, they might enter a word outside the dictionary, which would trigger an
error that could expose their attempt at deception, or they might use their real
keyword, giving the coercer what they want. Thus, we recommend training users
in the concept of panic passwords to ensure they know how to act, even under
coercion. Future work should investigate how to improve users’ understanding of
the keyword-based scheme to align their mental models, as these strongly affect
their security behaviour and decision-making during authentication [13}24].

Security perceptions Participants’ generally positive attitudes toward the
scheme suggest a promising baseline for user acceptance in real-world deploy-
ment, which is a key factor in the adoption of new security mechanisms [31}[50].
Nevertheless, their concerns about brute-force attacks are valid in certain sce-
narios, particularly when a coercer forces a user to reveal their regular password
or otherwise gains access to it. In such cases, the attacker could attempt a brute-
force attack on the associated keywords. The risk is especially high if the coercer
knows the victim personally and the keywords are user-generated (e.g., guessing
a favourite colour), particularly when combined with a small dictionary of likely
choices. This is supported by participants’ tendency to select the same colours
(blue accounting for 38%), indicating that common choices are easily predictable.
Consequently, system-generated keywords provide a clear security advantage
over user-generated ones. Taken together with system-generated keywords hav-
ing better memorability, we recommend for the keyword-based scheme to deploy
system-generated passwords to ensure security and increase memorability. Still,
a brute-force attack of the keyword would be infeasible without access to the
regular password, provided it is sufficiently secure. This suggests a potential mis-
match in participants’ mental models: they may not fully understand that the
regular password, rather than the keyword, protects against brute-force attacks,
while the keyword’s purpose is to provide protection under coercion. Thus, we
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recommend for the keyword-based scheme that users should be clearly informed
that the regular password prevents brute-force attacks. Furthermore, given the
importance of the regular password and the known challenges associated with
knowledge-based authentication [38l[431/49], alternative authentication methods,
such as biometric authentication [34] or password-less authentication [23}[33],
could strengthen security in the keyword-based scheme without overburdening
users. Still, it is unclear how the concept of panic passwords can be transferred
to other authentication methods that future work should investigate. Somewhat
paradoxically, participants felt it was unlikely that a coercer would detect their
use of a panic password. This may reflect overconfidence in their own abilities,
consistent with prior research showing that people tend to overestimate their
security skills relative to their actual performance [1,{44]. However, it remains an
open question whether this confidence holds under realistic conditions.

Limitations and Future Work Our study comes with several limitations.
The study was not longitudinal; thus, it remains unclear how keywords are re-
membered over longer periods. As we relied on self-reports about storage of
the keyword, we cannot verify their accuracy, which may have influenced recall.
Attrition over the two-week period further complicates the results, as missing
participants may have forgotten their keywords. We examined only three dictio-
naries. Other dictionaries (e.g., plants) may offer different usability or perceived-
security benefits and should be explored. Study 2 assessed keyword-generation
methods only within the colours dictionary, so it remains an open question
whether the results are generalise to other dictionaries. We also studied the dic-
tionary and generation method separately, leaving potential interactions unex-
amined. Moreover, the system-generated keywords in both studies were assigned,
so fully random system-generated keywords remain untested; in particular, it
remains an open question whether e.g. assigning more obscure colours would
perform differently to a relatively common colour (purple) that was assigned in
our studies. We used only one distinct word per dictionary and did not exam-
ine cases where small typos could transform a keyword into a panic password.
Participants did not interact with a functioning authentication system imple-
menting the keyword-based scheme. In addition, our study results relies heavily
on self-reporting in a survey rather than actual behaviour. Future studies should
therefore employ prototypes and usability testing of users actual behaviour to
validate our results. We also did not simulate coercive situations, leaving an
open question about how the scheme performs under stress. Another direction
of future work is a more thorough security analysis of the scheme, including the
quantification of the keyword space for chosen dictionaries.

Conclusion We conducted two empirical studies (N = 368) to evaluate
the design of the keyword-based authentication scheme in non-coercive usage.
While the scheme shows promising memorability, users struggle to understand
the scheme, particularly in coercive situations. A majority of the errors made
by users are panic passwords, which would trigger a covert security response in
real-world usage. Taken together, these results highlight a clear need to educate
users about the scheme to ensure effective usage. Furthermore, system-generated
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keywords have better memorability while also having the security advantage of
being less predictable for coercers to guess. Therefore, we recommend implement-
ing system-generated keywords. Future work should investigate how to improve
users’ understanding of such a coercion-resistant solution.
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